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TS//S//S1//NF//U//FOUO: OVERVIEW

The experience of an archive is always partial. As a user taps into an archival dataflow at a terminal access point, their
queries are only ever answered with prismatic refractions of the undifferentiated mass of data, structured by the archive’s
organizational technology. TS//S//SI//NF//U//FOUO is a series of works which aims to act as one such prism. The series takes
archives of documents related to telecommunications and intelligence collection by government agencies (primarily the NSA, and
mostly distributed to the press by Edward Snowden) as source material to be mined and transmuted into artistic and experiential
forms. The series aims to function along two separate axes: exploring the relationship between raw data and their myriad patterns
of interpretation and actualization, and reconfiguring the NSA from a dematerialized, faceless bureaucracy into an organization
grounded in real, individual humans. These two axes (data interpretation and the human) intersect when the archive itself is
treated as a dataset which can be analyzed to reflexively reveal the nature of the archive’s authors. This sequence (archive) of
works uses a variety of data processing and cryptographic techniques, including steganography, natural language modeling, social
network analysis, and web crawling to explore the aesthetic labor and personal residues embedded within archives and
architectures of surveillance. In doing so, the series constructs its own archival prismatic refraction.

By using government archives as the seed from which this sequence of works is crystallized, TS//S//SI//NF//U//FOUO’
situates itself within a larger history of artistic work which treats archives not as transparent records of that which they document,
but instead treats archives as complexly generated traces which contingently mediate and structure knowledge of their referents.
Archives are treated as cybernetic devices which shape the flow of information about that which they map. Similarly, the NSA
itself can easily be classified as a massive cybernetic apparatus: its fundamental action is aggregating massive datasets, accessing
that dataset, condensing and transfiguring the abstract data into intelligible forms, and then re-injecting these new forms into
other datastreams (e.g., intelligence reports to be passed to another governmental body). As such, if art which takes an archive as
its clay is fundamentally concerned with epistemological mediation, then TS//S//SI//NF//U//FOUO is a unique opportunity to
explore the field of archival art by forming a double articulation of knowledge mediation: it will self-consciously be an act of data
analysis about data analysis. The artist who draws and shapes material from an archive in constructing an experience of the
archive’s referents is mirrored by the NSA analyst who draws and shapes material from a dataset in constructing knowledge of the
dataset’s referents.

TS//S//S1//NF//U//FOUO comprises a series of works that range across media, presentation formats, and distribution
mechanisms, including participatory performance, video installation, social media accounts, archival appropriation, 16mm film,
3D modeling, canvas prints, conceptual poetry and a 3-volume book series in an edition of three. In creating this constellation of
works, the goal was never to create a cohesive narrative of the role of the surveillance state in contemporary society, nor was there
a goal of creating a linear path from the experience of the works to a singular intellectual understanding of them. There also was
no intent for the series to serve as a call towards political activism. Rather, I hope for the network to collectively function as a
refractive window onto the aesthetic, technical and personal regime of signs generated by the bureaucratic surveillance body. This
filtered archive of surveillance documents is meant to compose a labyrinthine architecture for the viewer to wander around and to

get lost in sensually and intellectually, leaving only with a hallucinatory imagination of the content’s significance.

TS//S//SI/INF//U//FOUO Volume 1: TITANPOINTE

This film/book aims to congeal the virtual and actual dimensions of the physical architecture of the surveillance state
apparatus into a singular form. This work is centered around the ATT Long Lines Building at 33 Thomas Street in New York
City. The concrete, monolithic, windowless building, constructed from 1969 to 1974 and designed by John Carl Warnecke, plays
two roles: on the one hand, it was designed to be a self-sufficient, atomic blast-resistant home to one of the world’s largest long-
distance telephone switches (and now digital telecommunications hubs), ensuring the safety and security of vital
telecommunications infrastructure, while on the other hand it is home to an NSA listening facility, codenamed “TTTANPOINTE,”
part of the “BLARNEY” SIGINT? dragnet, which taps into telephonic, telefacsimile, satellite, and internetworked datastreams.
The building physically embodies and constructs the illusory narrative we have of telecommunications (and, in turn, the NSA): we
imagine our data and voices to be ephemeral packets of information instantaneously transmitted to their destination through an

ethereal field which permeates all space. We are each nodes in a super-connected network where information flows without

! The name is drawn from a last of various security and secrecy classifications designated throughout the archive.

* SIGINT is short for signals intelligence.



resistance. In reality, information is always physically grounded in complex telecommunications protocol and physical materials,
whether it is in the form of wood pulp dried into paper sheets, copper wires strung through the air, undersea fiber optic cables,
compressing and rarefying gas molecules carrying sound, or transmitters and receivers of electromagnetic radiation. However, the
reality of this infrastructure as physically vulnerable and requiring complex, coordinated bureaucratic, security, and scientific
apparatuses to maintain is hidden from our imagination: it is all placed into a simple, windowless, faceless black box. There is no
clearer architectural equivalent than the ATT Long Lines Building. The TITANPOINTE film aims to embrace this
ethereal/material duality of data by hybridizing the 16mm film of the physical structure of the ATT Long Lines Building - its
actual dimension - with its virtual dimension: digital documents comprising architectural plans for the building, as well as
dataflow diagrams and control schematics for the SIGINT collection programs housed within.

This chimerization was done by playing with the cryptographic technique of steganography, or the embedding of one
signal in another (hiding one message within another). The chimera was formed by transferring the 16mm film to a digital
format, compressing it, and then using binary data substitution to replace bytes from the compressed video file with bytes from
the various digital documents. The original documents could theoretically be recovered by extracting the individual bytes from the
hybridized video file. The final work then is a steganographic result of how the compression-decompression algorithm (or codec)
generates new forms as it actualizes its (from one perspective, corrupted) input data into a sensory output. This then highlights
the disjuncture between the syntactic form of the raw data and its semantic, contingent interpretation by the compression-
decompression algorithm.

Another point of resistance for the flow of data in this filmic assemblage was in the camera itself, as the pressure plate
keeping the film in the correct plane was released so that the camera would create complex framing, focus, and physical artifacts
on the film itself. These artifacts, in conjunction with the substituted data, force the digital compression algorithm, which is
optimized for traditional, durational shots of well-defined objects, to actualize the data into complex color, spatial, and cutting re-
arrangements and artifacts. In reflecting light from the sun to eventually reach the viewer’s eyes, the monolithic architecture of
the surveillance state is refracted through a resistant path as it transmuted by the altered camera and infused with elements of its
virtual dimension and actualized into visual form by a compression-decompression algorithm. This video work was then
eventually condensed into a final physical form as the first volume in a book series, TS//SI//S//NF//U//FOUO Volume 1I:
TITANPOINTE. See Figs. 1-10 for stills from the film/pages from the book. This work was further developed for certain portions
of the final book in the series, TS//SI//S//NF//U//FOUO Volume 3: DEXTERREGULAR, where the film was used as a texture for
U-V coordinate mapping of a 3D model of the building itself, whose vertex mesh was constantly shifting its structure. The
building thus became a constantly evolving digital projection surface for its own film, thus further fusing its digital representation

and physical embodiment. See Figs. 11-12 for images of this work.

TS//S1//S/INF//U//FOUO Volume 2: QUANTUMORACLE

On the one hand, this book aims to create a textual labyrinth of oracular proclamations by applying natural language
modeling and statistical analysis to the archive of government documents and filtering it through techniques from conceptual
poetry, while on the other hand it aims to provide a window into the mundane daily office and family life of an NSA employee by
reproducing texts written between 2003 and 2004 for the Signals Intelligence Directorate’s internal newsletter, SIDToday. Where
Vol. 1 attempted to engage the blackboxing of data and its incumbent infrastructure within the TITANPOINTE installation in
New York City, Vol. 2 attempts to engage the blackboxing of people and their vivid, complex, and surreal lives within the
obsidian, faceless architecture of the NSA’s Fort Meade headquarters. The book has no correct front or back, top or bottom - it
can be rotated and flipped and there will always be text in the correct orientation. This is meant to encourage the reader to chart
non-linear paths through the book, tracing their own narratives that oscillate between the hallucinatory babble of the
algorithmically generated texts and the quotidian language of the newsletters, which is made up of things like internal recruitment
articles detailing how wonderful life is stationed at a given NSA base, invitations to office scavenger hunts, Dear Abby style advice
columns, and nostalgic reflection of bases long-closed.

The algorithmically generated conceptual poetry texts were produced by converting the entire archive of PDF
documents into plain .txt files using OCR (Optical Character Recognition), and then analyzing them to construct a simple
Markov n-gram language model using n=1,2,3,4,5. Further texts were generated by expanding the model to include texts that
reference the archive, texts that reference those texts, and so on, in order to build a bibliographic network of documents

concerning surveillance, critical and new media theory, and science and technology studies of media infrastructures. The OCR



created lots of artifacts in the process of translating images into text; however, rather than pruning the corpus text for the
language model in order to minimize the impact of these textual artifacts on the language generation process, they were all left in
in order to foreground the apparatus that produced the text. The artifacts reveal the process of language generation in how they
disrupt, loop, and re-arrange the natural flow of text through interaction with the Markov n-gram Markov model. Ideally, this
book presents a vast space for the reader to get lost within, constantly discovering their own hidden treasures, their own moments
of Pynchonesque comedy, their own moments of surreal, Kafkaesque horror. Central to this work is its excess — no reader will
realistically make it through every line of every page, similar to how no viewer will likely flip through and see every image on
every page in Volume 1. More important is the experience of a surplus of information, sifting through it, getting lost in it, and

. . > . . .
emerging with one’s own imagined, fragmented meaning.

TS//S1//S/INF//U//FOUO Volume 3: DEXTERREGULAR

Volume 3 acts as an archive of previous works in the series, as well as a site for reproductions of aesthetic labor carried
out on behalf of the NSA. Like the previous volumes, it also aims to present the reader with an open space for them to explore
rather than a linearly directed narrative path. The government archives are composed of a variety of documentary forms:
internally circulated PowerPoints, screenshots of software, internal and interdepartmental memoranda, program portfolios,
budgets, legality analyses, advice columns, poetry, and more. Each type of document defines specific textual and visual practices -
e.g., the educational PowerPoints from which analysts learn how to use various software tools make frequent use of the casual,
second-person address (“XKEYSCORE, Cipher Detection, and You!”), Microsoft WordArt, and a distinct style of computer
graphics of targets and analysts sitting at computers. The styles which exist throughout the documents reveal different
creative/authorial identities and relationships to an implied audience: teacher-student, congenial colleagues, employer-employee,
king-subjects (DIRNSA® and analysts), etc. The appropriations from government archives exhibit a range of aesthetic production
techniques and media genre literacy on behalf of the works’ governmental authors, from ornate illustrations to technical data
visualizations, from lists of creative secret codenames to portraits of analysts, from corporate logos to jihadi propaganda, from
cartoons of the Enemy to images of “enhanced interrogation” apparatuses, from internet memes to bureaucratic team building
PowerPoint slides, from images of magicians and cyberwizards to images of naval frigates and destroyers...the list goes on.
Mining the documents for the heterogeneous types of images and re-contextualizing them as artistic works is a way of reframing
the NSA as a space for creative output. Rather than attempting to understand the NSA intellectually or technically, the
reproduction and reframing of these pieces as artworks is meant to lead the viewer into an alternative, refractive understanding of
the NSA mediated visually and aesthetically by the diverse signs and symbols it produces. See Figs. 13-22 for examples.

This book also includes my own interventions into the aesthetic labor of the NSA. For instance, the HOPGEO
PROTOCOL VARIATIONS, a series of inkjet prints on canvas, are reproduced in the book. The prints took NSA data
visualizations as their source material, and cut, collaged, mimicked, and otherwise altered the original images into new digital
paintings and prints (see Figs. 23 and 24). Another set of two works includes abstract deconstructions and projections of digital
meshes representing 3D models of the TITANPOINTE installation’s architecture. One work is made up of portraits taken from a
LinkedIn social network which I constructed by adding people who are listed as working as analysts in various capacities for the
NSA as well as branches of the armed forces’ cyberwarfare divisions.

Another work documented in Volume 3 is titled QUANTUMPALIMPSEST. QUANTUMPALIMPSEST was a video
installation which used over 1300 codenames of secret NSA programs as input to a webcrawler which I programmed to scrape
Google Images. By taking the top 10 image results, the 25th-35th, and 90th-100th image results for each codename, the
installation aimed to present an alternative understanding of each program. Rather than suggesting an understanding of each
program on a technical or intellectual level, the never-ending collage aimed to refract the entire program of the NSA through the
internet’s own visual and imaginative understandings of the bizarre and surreal codenames they choose to represent themselves
with. A list of the codenames is reproduced at the end of this document. Se Figs. 25 and 26 for stills from the installation.

This volume takes its title from the codename of a TrueType font (.ttf) created (in all likelihood) by the NSA’s
EquationGroup to act as the infection vector for the Duqu malware attack (a derivative of the more infamous Stuxnet malware).
This embedded font acted as the shellcode for a zero-day exploit of Microsoft Word; when attempting to render the embedded

font to the screen to display the infected document, the exploit injected the malware payload into the target system. Normally in

’> DIRNSA is the codename used in all documents to refer to the current Director of the National Security Agency.



considering the weaponization of text, the focus is on the semantic/symbolic power of text: it is its ability to act as executable code
which changes the state of a system (whether a computer system or a mental system) which gives it its immense power. In the
case of this font though, it was text’s visual and aesthetic qualities rather than its semantic properties that gave it power: the attack
exploited text’s necessity to be rendered visible for the human senses in order to deliver its payload. Text’s visuality rather than its
semantics gave it power. In that manner, the DEXTERREGULAR font is the ultimate embodiment of the NSA’s aesthetic labor.

LUTEUSICARUS

LUTEUSICARUS is a 3-channel video installation that brings pieces of the three-volume book series into a single
format. It uses CRT monitors to present the LinkedIn portraits of NSA analysts on one channel, the visual and aesthetic labor of
NSA employees found within the government archives on another channel, and the conceptual poetry of the second volume on a
third channel. The goal of this video installation is simply to give the viewer the opportunity to be thrown into the never-ending
stream of images and text, cast as a data analyst grasping at whatever connections they might detect, whether imagined or real.
The text generated by the conceptual poetry computer system is sent in real-time over the @ THINKW3R3ALON3 feed account
by an autonomous twitter bot. Audio for the LinkedIn monitor is made up of texts from the SIDToday newsletter being read
aloud, while audio for the conceptual poetry monitor is comprised of a variety of text-to-speech (TTS) synthesis engines reading
the tweet-sized texts aloud, forming an overlapping oracular babble. The final monitor is accompanied by pop songs about the
desire that exists across the gaps of communication and surveillance channels, the desire that exists between those with shared
secrets, and the desire that exists embedded within relationships of power and authority. The lyrics for these songs are

reproduced running along the top of the pages of the Volume 3. See Fig. 27 for an installation view.

ITHINKWEREALONE.BINGO!

ITHINKWEREALONE.BINGO! was a participatory performance which took place at the Carpenter Center for the
Visual Arts in April of 2016. It was the first work in the TS//S//SI//NF//U//FOUO series. This work used the archival images
included in Volume 3 as source material for a game of visual Bingo. Hundreds of images were classified into different categories
(illustrations/cartoons, data visualizations, logos, portraits, etc.) which corresponded to the different columns of the Bingo sheet
generator. Each participant was given three unique 5x5 grids of 25 randomly determined images. I was the Bingo host. I took on
the persona of a corporate team-building retreat leader. The setting was a camp lodge. The participants were not explicitly told
that the bizarre, heterogenous collection of images all came from NSA documents, but the nature of their source material was
slowly illuminated as the images were randomly selected and displayed over the course of the hour. For the duration of the
performance, 23 versions of the song “I Think We’re Alone Now”* (originally by Tommy James and the Shondells) played,
ranging in style from Japanese pop to bluegrass to punk to karaoke to German dance to elevator music to 80s pop covers. The
strange stylistic heterogeneity of the images and their dissonance when placed with the almost torture-like, saccharine repetition
of “I Think We’re Alone Now”, the simulated hyper-optimism and corporate artificiality of the BINGO/retreat setting, and the
alternate identities I slowly constructed for the participants in talking to them put them all into a place where they had the
opportunity to have diverse experiences of who they were (audience member, office worker, NSA analyst, member of a population
in a surveillance state, torture subject, etc.), what was going on in the performance, and how to make sense of it all. People who
achieved “Bingos” on their sheets were awarded with small prize packs that included a flash drive which contained all of the
images used as well as the entire government archive of PDFs, a custom-built computer program created to generate new sheets as
well as run a game of Bingo on a projector, and a folder which contained every version of “I Think We’re Alone Now.” See the

end of this document for documentation of this performance and lyrics.

* The decision to play 23 versions of this song while playing BINGO was motivated by the goal of activating the optimistic desire to romantically break free
from abstract systems of power/control latent within the lyrics while simultaneously deconstructing the possibility of ever actually realizing that desire. The
repetition of the lyrics and harmonic structures as it is transmuted into different pop forms over and over serves to reconfigure the sentiments within the
song from authentic expressions of emotional freedom and joy into performative, pre-determined, formulaic simulations of emotion. The repetition also
refers to a torture technique which has been employed by the US government - playing a single song (usually a “heavy metal” song) on repeat at extremely

high volumes. The lyrics of the song (and others) are included in Volume 3.



LIST OF WORKS

TS//S//S1//NF//U//FOUO, Volume 1: TITANTPOINTE (440pgs, color, 10°x8”, 2017)
TS//S//SI//NF//U//FOUO, Volume 2: QUANTUMORACLE (194pgs, b&w, 10”x8”, 2017)
TS//S//S1//NF//U//FOUO, Volume 3: DEXTERREGULAR (240pgs, color, 10”x8”, 2017)
TITANPOINTE (16mm film, HD video, 2017)

LUTEUSICARUS (3-channel video installation, 2017)

QUANTUMPALIMPSEST (single channel video installation, 2016)

HOPGEO PROTOCOL VARIATIONS I-III (3 prints, inkjet on canvas, 24°x12”, 2016)
ITHINKWEREALONE.BINGO! (participatory performance, 2016)
@1THINKW3R3ALON3 (autonomous twitter feed, 2016)



Fig. 1, TITANPOINTE, 16mm/HD video still (2017)

Fig. 2, TITANPOINTE, 16mm/HD video still (2017)



Fig. 3, TITANPOINTE, 16mm/HD video still (2017)

Fig. 4, TITANPOINTE, 16mm/HD video still (2017)




Fig. 5, TITANPOINTE, 16mm/HD video still (2017)

Fig. 6, TITANPOINTE, 16mm/HD video still (2017)



Fig. 7, TITANPOINTE, 16mm/HD video still (2017)

Fig. 8, TITANPOINTE, 16mm/HD video still (2017)




Fig. 9, TITANPOINTE, 16mm/HD video still (2017)

Fig. 10, TITANPOINTE, 16mm/HD video still (2017)




Fig. 11, TITANPOINTE UV-MAPPING, 3D modeling (2017)

Fig. 12, TITANPOINTE UV-MAPPING, 3D modeling (2017)



Fig. 13, from “Synergising Network Analysis Tradecraft,” Communications Security Establishment Canada (2012)

Fig. 14, from “Synergising Network Analysis Tradecraft,” Communications Security Establishment Canada (2012)

Fig. 15, from “Mobile Networks in MyNoc World,”GCHQ Network Analysis Center (2011)
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Fig. 16, from “The ART of DECEPTION : Training for a New Generation of Online Covert Operations,” GCHQ (2012)

.
Fig. 17, from “Sharing Communications Metadata Across the US Intelligence Community,” Office of the Director of National Intelligence (2007)
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Fig. 18, from “Identity Intelligence: Image is Everything”, National Security Agency (2012)




Fig. 19, From “RT10: Overview”, National Security Agency (2006)
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“Meaning”

“Existence”

Fig. 20, from “Cryptological School Course on Legal, Compliance and Minimization Procedures,” National Security Agency — Office of General Counsel (2006)

Fig. 21, from “Synergising Network Analysis Tradecraft : Network Tradecraft Advancement Team (NTAT),” Communications Security Establishment Canada (2012)



UNCLASSIFIED//FOR OFFICIAL USE ONLY

|_(U//FOUO) BRIEFER:

. _UNCLAS_SIF!EDJIF_OB.OFE!C!AL_USE_QDLJ_

F. 2 « - . _)y i : N ) -
ig. 22, from “MYSTIC Reporting” National Security Agency, Special Source Operations (2013)



Fig. 23, HOPGEO PROTOCOL VARIATIONS, inkjet on canvas (2016)

Fig. 24, HOPGEO PROTOCOL VARIATIONS, inkjet on canvas (2016)
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Fig. 25, QUANTUMPALIMPSEST, video installation, still (2016) .

Fig. 26, QUANTUMPALIMPSEST, video installation, still (2016)



Fig. 27, LUTEUSICARUS, installation view (2017)



“I Think We’re Alone Now” (1967)
by Tommy James and the Shondells

Children behave

That's what they say when we're together
And watch how you play

They don't understand

And so we're running just as fast as we can
Holdin' onto one another's hand

Tryin' to get away into the night

And then you put your arms around me

And we tumble to the ground and then you say

I think we're alone now
There doesn't seem to be anyone around
I think we're alone now

The beating of our hearts is the only sound

Look at the way

We gotta hide what we're doin’
'Cause what would they say

If they ever knew

And so we're running just as fast as we can
Holdin' onto one another's hand

Tryin' to get away into the night

And then you put your arms around me

And we tumble to the ground and then you say

I think we're alone now
There doesn't seem to be anyone around
I think we're alone now

The beating of our hearts is the only sound

I think we're alone now

(Alone now)

There doesn't seem to be anyone around
I think we're alone now

(Alone now)

The beating of our hearts is the only sound

I think we're alone now

(Alone now)

There doesn't seem to be anyone around
I think we're alone now

(Alone now)

The beating of our hearts is the only sound

ITHINKWEREALONENOW.BINGO! Performance,
April 6™, 2016
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